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关于Firefox新版本引入存在专利风险及可选策略分析
1．问题背景：
基于当前openEuler-20.03-LTS相关版本的软件包维护策略，firefox浏览器报出的CVE需要进行及时处理，特别是高分CVE需要及时修复。多数CVE的修复补丁需要升级浏览器来解决。
专利风险：
在调查升级firefox到82版本过程中，发现firefox82使用的流媒体编解码库fdk-acc，经与存在法务公司法务张伟咨询发现存在专利权问题风险，不建议引入，具体如下面截图所示。具体见附件的license，有风险部分如下：
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[image: cid:image002.png@01D6B28F.3B14BA90]

							
    针对firefox存在法务风险的问题，调研引入其他开源浏览器的可能性，如chromium浏览器。
2．Chromium浏览器引入调研
2.1 chromium浏览器及其依赖包在开源、版权、专利方面是否存在问题
  Chromium浏览器是完全开源的，官网为：https://chromium.googlesource.com/chromium/src
github.com上托管仓为：
https://github.com/chromium/chromium
遵循的开源协议如下：
BSD and LGPLv2+ and ASL 2.0 and IJG and MIT and GPLv2+ and ISC and OpenSSL and (MPLv1.1 or GPLv2 or LGPLv2)
以上所列开源协议已跟公司法务张伟确认不存在版权、专利方面问题，相关license全在白名单列表中。
新引入依赖包google-noto-fonts、lohit-devanagari-fonts、lohit-gujarati-fonts、lohit-gurmukhi-fonts、lohit-tamil-fonts这5个字体相关包，全是遵循OFL开源协议的包，不存在法务问题。
2.2 chromium 在版本发布周期、社区活跃度、用户量、执行效率、安全方面与firefox对比
（1）发布周期：
Firefox：
延长支持版本（Extended Support Release, 简称“ESR”）是 Mozilla 专门为那些无法或不愿每隔六周就升级一次的企业打造。Firefox ESR 版的升级周期为 42 周，而普通 Firefox 的升级周期为 6 周。
Chromium：
没有发布版本具体周期，看历史版本，也是每月都有stable版本发布。
（2）社区活跃度
Firefox：
在github托管仓看，活跃度不如chromium，差距比较大；
Chromium：
托管仓当前star有7.7k，将近949k commit，19.4 k tags,高度活跃
（3）用户量
[image: https://img.ithome.com/newsuploadfiles/2019/8/20190803175822_5486.jpg]
（4）执行效率及资源消耗对比
[image: https://static.oschina.net/uploads/space/2019/0611/190849_7Wb5_2720166.png]
▲ 总测试结果统计，执行速度；
测试结果见：https://www.oschina.net/news/107381/firefox-67-vs-chrome-75-linux-performance
[image: https://img.huxiucdn.com/article/content/202008/26/204311069286.jpg?imageView2/2/w/1000/format/jpg/interlace/1/q/85]
▲ 存消耗对比
测试结果见：https://www.huxiu.com/article/378248.html
（5）安全方面对比
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以上内容，引自绿盟科技《Vulnerability-Development-Trend》，见附件

                                    
2.3 综述
   在发布周期方面，chromium和firefox较为相似，版本更新都比较快，每月都有更新；在社区活跃度和执行速度方面，chromium 比 firefox都有明显的优势；在资源消耗方面，firefox相比chromium有优势，但在新版本中这种优势越来越小；在用户使用量上，chromium具有压倒性优势；在安全稳定方面，chromium CVE量比firefox多，但chromium用户量大，社区活跃也是CVE量大的一个因素。多方面对比来看，chromium与firefox各有优势，但从社区活跃度和用户量方面，chromium还是更有优势。
3． Chromium 在openEuler-03、09、主线引入调研
3.1. chromium浏览器已在openEuler-20.09及master分支环境下，可以正常编译、安装；--已验证
3.2. chromium浏览器在openEuler-20.03相关版本环境，编译不过。注：（因chromium依赖c++的一些新特性，当前已经在gcc上合入了5个patch，chromium合入了2个patch，当前编译不通过）。
3.3.可选的方案：
（1） openEuler-20.03 SP1及LTS版本不在处理firefox相关的CVE，也不在升级firefox浏览器（注：参考其他OSV 社区，如CentOS）。openEuler-20.09及主线引入chromium浏览器。
（2） openEuler-20.03 SP1版本及LTS版本，同时引入基于gcc9.3编译的chromium和gcc 9.3，并发布版本时声明firefox有CVE漏洞，如果觉得firefox漏洞不可忽略，建议使用gcc9.3和基于9.3编译的chromium浏览器。
（3） 继续分析chromium引入的c++新特性和gcc-7.3.0支持的c++特性、寻找chromium引入的且gcc-7.3.0 未覆盖的c++新特性patch，直到chromium浏览器能够正常编译、安装、运行。这个方案带来的就是如果后续还有其他包依赖高版本gcc特性是否还是按照这种方案去找patch引入新特性解决？且这个方法会耗费大量人力和合入大量新特性patch带来未知的风险。
3.4.建议的方案：
	建议优选方案1：
（1） 在openEuler20.03 LTS版本引入chromium和gcc 9.3，用户需要安装chromium就必须先装gcc9.3，这不会影响原有软件的兼容性，但是后面新安装的软件必须都要用gcc9.3编译（OS上只能存在一个gcc，如果退回gcc7.3，libstdc++.so等gcc运行库也会回退，导致chromium无法运行）。gcc7.3和chromium无法并存。
（2） 其他业界OSV社区，不会在LTS版本上升级软件大版本，软件大版本的升级会引入新特性、ABI兼容性等风险，且OS涉及上千个外围包，如果都要升级，会导致LTS版本面目全非，影响版本稳定性。软件大版本的升级一般都是用户自己下载安装。业界社区也不会在LTS版本上引入新软件来替换老的软件，这会导致已有用户被迫使用新软件。
（3） [bookmark: _GoBack]在gcc7.3上打patch的方式来引入新c++特性来支持chromium编译，质量风险较大，社区gcc引入新特性后会有长达半年以上的维护周期，期间会合入大量bugfix，比如gcc7的特性开发完毕到gcc7.3发布长达8个月，涉及bugfix数量2500+个。该方案在开发阶段较为合理，在维护阶段不太合适。
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3. NO PATENT LICENSE

NO EXPRESS OR TMPLIED LICENSES TO ANY PATENT CLAIMS, including without limitation the patents of Fraunhofer, ARE GRANTED BY THIS SOFTWARE LICENSE.
Fraunhofer provides no warranty of patent non-infringement with respect to this software.

You may use this FOK AAC Codec software or modifications thereto only for purposes that are authorized by appropriate patent licenses.
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NOTICE
Software License for The Fraunhofer FDK AAC Codec Library for Android

© Copyright  1995 - 2018 Fraunhofer-Gesellschaft zur Förderung der angewandten
Forschung e.V. All rights reserved.

 1.    INTRODUCTION
The Fraunhofer FDK AAC Codec Library for Android ("FDK AAC Codec") is software
that implements the MPEG Advanced Audio Coding ("AAC") encoding and decoding
scheme for digital audio. This FDK AAC Codec software is intended to be used on
a wide variety of Android devices.

AAC's HE-AAC and HE-AAC v2 versions are regarded as today's most efficient
general perceptual audio codecs. AAC-ELD is considered the best-performing
full-bandwidth communications codec by independent studies and is widely
deployed. AAC has been standardized by ISO and IEC as part of the MPEG
specifications.

Patent licenses for necessary patent claims for the FDK AAC Codec (including
those of Fraunhofer) may be obtained through Via Licensing
(www.vialicensing.com) or through the respective patent owners individually for
the purpose of encoding or decoding bit streams in products that are compliant
with the ISO/IEC MPEG audio standards. Please note that most manufacturers of
Android devices already license these patent claims through Via Licensing or
directly from the patent owners, and therefore FDK AAC Codec software may
already be covered under those patent licenses when it is used for those
licensed purposes only.

Commercially-licensed AAC software libraries, including floating-point versions
with enhanced sound quality, are also available from Fraunhofer. Users are
encouraged to check the Fraunhofer website for additional applications
information and documentation.

2.    COPYRIGHT LICENSE

Redistribution and use in source and binary forms, with or without modification,
are permitted without payment of copyright license fees provided that you
satisfy the following conditions:

You must retain the complete text of this software license in redistributions of
the FDK AAC Codec or your modifications thereto in source code form.

You must retain the complete text of this software license in the documentation
and/or other materials provided with redistributions of the FDK AAC Codec or
your modifications thereto in binary form. You must make available free of
charge copies of the complete source code of the FDK AAC Codec and your
modifications thereto to recipients of copies in binary form.

The name of Fraunhofer may not be used to endorse or promote products derived
from this library without prior written permission.

You may not charge copyright license fees for anyone to use, copy or distribute
the FDK AAC Codec software or your modifications thereto.

Your modified versions of the FDK AAC Codec must carry prominent notices stating
that you changed the software and the date of any change. For modified versions
of the FDK AAC Codec, the term "Fraunhofer FDK AAC Codec Library for Android"
must be replaced by the term "Third-Party Modified Version of the Fraunhofer FDK
AAC Codec Library for Android."

3.    NO PATENT LICENSE

NO EXPRESS OR IMPLIED LICENSES TO ANY PATENT CLAIMS, including without
limitation the patents of Fraunhofer, ARE GRANTED BY THIS SOFTWARE LICENSE.
Fraunhofer provides no warranty of patent non-infringement with respect to this
software.

You may use this FDK AAC Codec software or modifications thereto only for
purposes that are authorized by appropriate patent licenses.

4.    DISCLAIMER

This FDK AAC Codec software is provided by Fraunhofer on behalf of the copyright
holders and contributors "AS IS" and WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,
including but not limited to the implied warranties of merchantability and
fitness for a particular purpose. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR
CONTRIBUTORS BE LIABLE for any direct, indirect, incidental, special, exemplary,
or consequential damages, including but not limited to procurement of substitute
goods or services; loss of use, data, or profits, or business interruption,
however caused and on any theory of liability, whether in contract, strict
liability, or tort (including negligence), arising in any way out of the use of
this software, even if advised of the possibility of such damage.

5.    CONTACT INFORMATION

Fraunhofer Institute for Integrated Circuits IIS
Attention: Audio and Multimedia Departments - FDK AAC LL
Am Wolfsmantel 33
91058 Erlangen, Germany

www.iis.fraunhofer.de/amm
amm-info@iis.fraunhofer.de
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Patent licenses for necessary patent claums for the FDK AAC Codec (including those of Fraunhofer) may be obtained through Via Licensing
(wwi.vialicensing.com) or through the respective patent owners individually for the purpose of encoding or decoding bit streams in products that
are compliant with the ISO/IEC MPEG audio standards. Please note that most manufacturers of Android devices already license these patent claims
through Via Licensing or directly from the patent owners, and therefore FOK AAC Codec software may already be covered under those patent licenses
vhen it is used for those licensed purposes only.
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